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Introducing OMS



OMS highlights/strengths:

Cloud based
Excellent for data visualization: “Don’t hate it just because it’s pretty”

Provides solutions to add features
Pre-built solutions not requiring configuring or any significant tuning
Connects into existing OpsMgr environments or standalone systems (Windows currently)
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Savision Whitepaper Highlights about OMS

« OMS is currently more analyzing than monitoring since it is lacking
alerting, reporting, authoring, MP ecosystem.

« OMS is NOT OpsMgr in the Cloud
Management of business services is still a core requirement
« OMS Conclusions:

= Learn OMS and use it together with OpsMgr
= OpsMgr Vendors — integrate with OMS
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Solutions In OMS



Operations Management Suite (OMS)

e AD Assessment: Assess the risk and health of Active Directory environments.

e Alert Management: Manage your Operations Manager alerts across your servers.

e Automation: Automate time consuming and frequently repeated tasks in the cloud and on-premises.

e Azure Site Recovery: Monitor virtual machine replication status for your Azure Site Recovery Vault.

e Backup: Manage Azure laaS VM backup and Windows Server backup status for your backup vault.

e Capacity Planning: Calculates current and future utilization of each component of your environment.

e Change Tracking: Track configuration changes across your servers.

e Configuration Assessment: Identify configuration problems across your servers

e Log Search: Provides ability to collect and analyze logs and events from all of your computers.

e Malware Assessment: View status of antivirus and antimalware scans across your servers.

e Security and Audit: Provides the ability to explore security related data and helps identify security
breaches.

e SQL Assessment: Assess the risk and health of SQL Server environments.

e System Update Assessment: Identify missing system updates across your servers.

e Wire Data: A third party solution is currently listed in the gallery by “Wire Data”. The description for this
solution is “Provides the ability to explore wire data and help identify network related issues.”
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Demo:

ouring OMS solutions
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Onboarding




Demo:

How does OMS integrate with

Operations Manager?
&
Integrating standalone agents
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Providing feedback



Providing feedback in OMS:

Use the user experience — bottom right corner see the “Feedback” icon
Vote for it! http://feedback.azure.com/forums/267889-azure-operational-insights

What should we add next?

Reuse works pace name

What does "no realtime protection”
and how to fix it?

Post your own idea

See more ideas in the forum

B Feedback

414

VOLEs

Vote

413

VOLES

Vote

248

VOLES

Vote

Android Mobile App

Provide Android Mobile application to access Operational Insights

3 comments - Mobile App - Flag idea as inappropriate...

@ PLAMMED Operational Insights Team (Admin, Microsoft Azure) responded
We have started detailed planning work for both 1035 and Android releases.

i0OS Mobile App

Provide 105 Mobile application to access Operational Insights from iPhone and/or iPad

3 comments - Mobile App - Flag idea as inappropriate...

@ PLAMMED Operational Insights Team (Admin, Microsoft Azure) responded
We have started detailed planning work for both 1035 and Android releases.

Ability for partners to create Intelligence packs
Ability for partners to easily create Intelligence Packs through rich SDK

6 comments . Extensibility / Partner scenarios - Flag idea as inappropriate...
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Adding users in
OMS



Demo:

Adding users in OMS
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Reports from OMS



R e p O rt | n g Microsoft Operations Management Suite

Microsoft Operations Management Suite Status Update Logln
For 5CDemolabs

e Weekly OMS

Summary Update From 08/02/2015 to 08/09/2015 (UTC Time)

reporting:
Alerts
New Alerts: 4/6 Total Closed Alerts 102
Mew Critcal Alerts: 0/2 Auto Besolved Alerts: 0
New Waming Alerts: 4/4 Clozsed by User Alerts: 102

Top 1 server with the most critical alerts:
Server Total Critical Alerts on Server New Critical Alertz on Server

VMM CAT DEMO 2 0

Non-reporting Servers

Number of non-reporting agents: 2

See Troubleshooting the Apent for help

Top 2 non-reporting servers:
Server Time elapzed zince last cab upload

DC2.CAT.DEMO 20 day(z) 15 hour(s) 3 mintue(s)

°
CATDEMOHV1.CAT DEMO 20 day(s) 14 hour(s) 43 mintue(s) g' Cata pu It Systems



Authoring with
OMS



Demo:

a0 Yang's Monitor the Monitor MP
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How much data?




Data usage/tlow to OMS

(bottom left corner) Microsolt Operaions Management 5

(=i Overview » Usage

USAGE SERVICE-LEVEL AGREEMENT

Today

OB 12.2GB

Usage per Solution

4.8M
BATCHES WITHIN SLA

WITHIN SLA | 14.1K

99.7%

BATCHES OUTSIDE SLA

Usage

Last 30 Days

Data Plan: Free 3 1 0 - 2 G B e Download SLA details i
0.318 s o 154sEc
L]

Total Data Use Average Batch Processing Time

18

Servers Utilized

19GB

A4min

308.6:68 163.5me
SECURITY SYSTEM
907 .4mB 87me

9GB SOLASSESSMENT ADASSESSMENT 22min
388.4mB A7 .6mB
ALERTMANAGEMENT 6 OTHERS

0B ___-Il_lllll ms I -
07/13/15 08/11/15 07/13/15 08/11/15
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Resources to learn
OMS



Blogs to know for OMS

Stanislav:

« https://cloudadministrator.wordpress.com/category/microsoft/operations-
management-suite/

Marnix Wolf's blog posts on OMS:
 http://thoughtsonopsmgr.blogspot.com/search/label/OMS
Tao Yang blog posts on OMS:
 http://blog.tyang.org/about/oms/
Dieter Wijckmans blog posts on OMS:
« http://scug.be/dieter/tag/oms/
Skilling up blog post:
 Just went live at: http://blogs.catapultsystems.com/cfuller/
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References links for OMS
Sources:

= Savision whitepaper & webinar:

= Whitepaper: https://www.savision.com/free-whitepaper-mvp-cameron-fuller-tackling-
elephant-room-opsmagr-still-relevant-cloud

= Webinar: https://www.savision.com/resources/webinar/demand-webinar-operations-
manager-still-relevant-world-cloud-mvp-cameron-fuller

» Microsoft OMS documentation:

= http://azure.microsoft.com/en-us/documentation/services/operational-insights/

= Adding users:

= http://blogs.catapultsystems.com/cfuller/archive/2015/07/29/how-to-add-users-to-
your-oms-subscription/
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Operations Management -
Firm Foundation

= Built to provide holistic monitoring, insight, and perspective for
applications servers and services

= Single Pane of Glass

= Gain visibility into entire enterprise environment through Microsoft Operations
Management Suite (OMS)

= Conquer System Monitoring Challenges

= Tune notifications according to industry best practices & eliminate the noise of “over
altering”

= Proactive Operations Management

= Monitor environment regardless of location, operating system, hypervisor, or cloud
environment
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Q&A / Open Discussion



SCU PowerPoint Advertisements - video test2.pptx
SCU PowerPoint Advertisements - video test2.pptx

Appendix
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Visualize yo
Microsoft O

SQL Assessment

SQL Assessment

70

High Priority
Recommendations

180

Low Priority
Recommendations

750

Passed Checks

Servers Assessed
on Wed Jun 10 2015

SN
I

Micros!

Jr worlc
neration

Operations Management S

B Overview » SQL Assessment

SECURITY AND COMPLIANCE

J— SECURITY POSTURE

ICE AND SCALABILITY UPGRADE, MIGRATION AND DEPLOYMENT

4. | / |3 . 0

Pl ey, @
e kb | S L0 e

23 | 20

83%

Ausic using administrater accounts o run the SQL 5 o,

PRORTZED RECOMMENDATIONS roTs PRIORITZED RECOMMENDATIONS roints PRIORITZED RECOMMENDATIONS PONTS  PRIRITZED RECOMMENDATIONS roiTs
Auoid adding users to the db_ owner database role. +2.8% Schedule fulldatabase backups at least weekly.  +4.0% Ensure all B1% e -
5 o inital sizas and growth increments. 5
b ti -
Ermediren +2.8% 3.9% Configure the tsmpab database to reduce page . 0
Optimize your backup strategy with Microsoft +3.9% allocation contention. o

Aturs ot Storage Activities in the System

(= Overview » SQL Focus Area

AVAILABILITY AND BUSINESS CONTINUITY

saGH PROSITY
RECOVMENDATIONS

1

Low smonrTy
RECOVMENDATIONS

PASSED CHECIS

Keep your services available and your business
profitable by ensuring the resiliency of your
infrastructure and by having the right level of
business protection in the event of a disaster.

=1 Overview » Security And Audit

16216

Accounts Authenticated

0

Processes Executed

Server sanvce. Increase the number o tempdb database fles.  +8.1%

Apply Windows pacsword pofices o SQL Server 1 o e e e R R e e S Set autogrowth increments for databas files and

logins E e o percentage  +4.9%

vaves,
+15%
recommended account Mty the databise fie ayout for databases
o Iamae than TR +37%
User Accounts Changed

PRIORITIZED RECOMMENDATIONS RECOMMENDATION
Schedule full database backups at +4.0% A Oneor more of your databases i using the Simple recovery model. When you use the Simple recovery model. SQL Server does
least weekly. - not back up transaction logs. As a result. you can only recover data up to the time of your last backup.

One or more databases have not had a full backup in the
last seven days. Should you need to restore a database,
restoring multiple incremental backups over an ofd full
backup will increase the total recovery time.

Investigate and resolve a full +3.9%
transaction log.

One or more databases is reporting that the transaction
og is full. Clients will be unable to update the database
until this condition is resolved.

Optimize your backup strategy with
Microsoft Azure Blob Storage.

A robust backup strategy is a key part of 3 comprehensive
disaster recovery solution. Your version of SQL Server
supports direct backups to Azure Biob Storage. This offers
many advantages over other approaches 1o backup.

+3.9%

SUGG

TED ACTIONS
Review the database recovery model for the identified databases. If you require the ability to restore transaction logs in the
event of a failure. change the recovery model to Full or Bulk-logged.

Distinct IP Addresses Accessed

PRIORITIZATION GUIDANCE

Impact: High Impact Probability: Very Low Effort: Low Effort

AFFECTED OBJECTS

The following databases are using the Simple recovery modet
D!
DI

CLOUD.PVT; ReportServerTempDB

)3.CLOUD.PVT; OperationsManagerDW

DBO4.CLOUD.PVT; S

eManager
DBO2.CLOUD.PVT; XIAN
DBO2.CLOUDPV

OperationsManager

View all affected objects

Malware Assessment

0

Servers with Active Threats
NEEDS ATTERTION 5

Servers with Inadequats

Protaction

Malware Assessment

10

THRBAT STATUS

= Overview » Antimalware

DETECTED THREATS

0%

Servers with Actie
s

]

Device v

|n

NOTABLE ISSUES

27

Notable issues

v

NAME

Failed logons

Change or Reset Passwords Attempts
Computers with Cleaned Event Logs
Computers with System Audit Policy Chan...
Domain Security Policy Changes
Locked-out Accounts

Members Added to Security-Enabled Gro..
Remote Procedure Call (RPC) attempts
Security Groups Created or Modified

Suspicious Executables

PROTECTION STATUS

?

Senvers with Insuffcent.

Frotsctin 10
starus seress
Ho R tine protection & —

with the Cloud using the
s Management Suite (OMS

Security and Audit

COUNT  CHANGE
2 21
o 0
o 0
o 0
o 0
o 0
o 0
o 0
o 0
o 0

= Search

CONTEXT

Log Records over time

400 -
0

22:18:19 GMT
Jun 9, 2015

0

Servers with active threats

v
8

Servers missing security

updates

132

Software changes

Ea
12

Active critical alerts

Data based on last 7 days

Lulel

221135 GMT
Jan 3,205

01135 GMT
Jun 6, 2015

1bar=Ghrs

221135 GMT
Jun 8, 218

10:18:19 GMT
Jun 10,2015

22:18:19 GMT
Jun 10, 2015

Servers with inadequate
protection

v
0

Servers missing critical
updates

23

Windows service changes
{excludes Status)

26

Active waming alerts

o

w~ | Type:ProtectionStatus | n

o) 4 ‘Completed

DEVICENAME

CLOUD-DCY claud gt
Hyper\B.cloud put
Claud-DE102.clowd vt
D804 coud pt



OMS Integration
= Upgrade to UR6 and add the included MP’s
= Configuration: Administration Pane

« Operational Insights Onboarding Wizard = S

perati

onal Insights Onboarding Wizard: Authentication

Microsoft Operations
Management Suite

F ﬂ' Operational Insights

% Operational Insights Managed

m Operational Insights Onboarding Wizard: Select Workspace

Authentication
Vorkspace Select Operational Insights Workspace
Summary

Finish Select an Operational Insights Account:

Cloud3
Cloudd

L
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OMS Integration

= Add existing OpsMgr agents from

the Administration pane

= What does it provide on the
Monitoring pane? (old name still)

Advisor Managed (1) * Tasks
4, Lok For: I Find Mow Clear x (7]
Display Mame Full Mame Actions
o ] "
[5 CLOUD-ACOL. cloud. pwt Microsoft. Windows.Computer:CLOUD-ACOL. claud. pwt = FrTEEs
75 Delete

Add a Computer/Group..

=1 view Configuration

Filter by (optional):

Computer Search
To add corputers, search For available computers and then add them ta the selected computers list.
Options:
IWindows Server j

Available items

Mame

| Full Marne | -

37 CLOUD-ACOT cloud pvt
7 CLOUD-CMOZ cloud pit
37 CLOUD-DEOT.cloud pvt
7 CLOUD-DEOE cloud prt
37 CLOUD-DCOM. cloud pt
37 CLOUD-DCI. cloud. pyt

Microsoft W indows. Computer: CLOUD-AC01 clo...
Microzoft Windows. Computer: CLOUD-CMO3.clo...
Microsoft Windows. Computer: CLOUD-DBO clo...
Microsoftwindows. Computer, CLOUD-DEOE.clo...
Micrazaft W indows. Computer: CLOUD-DC04. clo...
Microsoft Windows. Computer: CLOUD-DCT . clow...

j' CLOUD-DPOT. cloud. pt Microsoft Windows. Computer: CLOUD-DPOT .clo... j
Selected objgcts Add | Remove |
Mame | Full Marne |

3 CLOUD-ACO1 cloud pit

Menitoring

F] -g Swstem Center Advisor
|| Active Alerts
(@ Advisor Health State
> % Systemn Center Orchestrator
| System Crash or Power Outage tracking

= || SystemCenterCentral.ReSearchThis!

4 Advisor Health State

=

Management Server State (U

Advisor Agent State (1)

\.-L Look, Far;

Skate

() Healthy

I J“‘Lmk For:

L |,£-)| MName | Is Rook H.. Skate

CLOUD-OMOS5.C., True

Micrazaft W indows. Computer: CLOUD-AC0T clo...
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